Anatomy of a
Crypto-Ransomware Attack

New variants of ransomware known as CryptoLocker, CryptoDefense and CryptoWall are
spreading via spam emails, drive-by downloads, or by malware already on your computer. Once
you're infected, crypto-ransomware hijacks all your files, locks them up with unbreakable
encryption, and demands a ransom of $300-$500 in bitcoins to unscramble them.
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EXTORTION

The ransomware displays a screen giving you a time limit
to pay up before the criminals destroy the key to decrypt
your files. The typical price, $S300 to $500, must be paid in
untraceable bitcoins or other electronic payments.

<

STAYING SAFE

RESTRICT WRITE PERMISSIONS m EDUCATE USERS to contact IT if
on file servers as much as possible they encounter suspicious pop-ups

USE ADVANCED ENDPOINT E MAKE TIME FOR REGULAR
G PROTECTION that can identify new r_l OFFLINE BACKUPS; test backups
malware variants and detect to ensure they can be restored
malicious traffic from reliably
M USE WEB AND EMAIL PROTECTION "’o DISCONNECT FROM NETWORKS
ﬁ to block access to malicious websites Zi~n IMMEDIATELY if you suspect
and scan all downloads infection

Keep all your data safe. Learn more at sophos.com/ngeup SOPHOS

Security made simple.


https://nakedsecurity.sophos.com/2014/06/09/gameover-and-cryptolocker-revisited-the-important-lessons-we-can-learn/
https://nakedsecurity.sophos.com/2014/06/18/whats-next-for-ransomware-cryptowall-picks-up-where-cryptolocker-left-off/
http://www.sophos.com/en-us/support/knowledgebase/120797.aspx
www.sophos.com/en-us/products/enduser-protection-suites.aspx?cmp=701j0000000LOhNAAW



